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Certificate Scam

Broadband Stimulus Funding

Don't Get

Burned! Forgetting To Use
Sunscreen (Or Ask The Right
Bundle Questions), Can Be
Painful.

This Month's FAQ
What Is Typosquatting And
Why Is It A Threat?

Sites Of The Month
Great Sites To Check Out In
July

Short Tutorial

Setting Up Your E-mail
Program To Not Leave
Messages On The Server

Dear Valued Customer:

In this July issue, we try to help you enjoy sunny summer
days while avoiding the "storm clouds™ of online threats.
First, we warn about a fake e-mail that claims to be from the
iTunes Store with a $50 iTunes Gift Certificate; it's a scam
designed to lure you into opening a malicious attachment.
You'll also learn about another online threat called
typosquatting, as well as how to set up your e-mail program
to not leave messages on the server—a way to conserve
storage space. The learning continues in the Great Sites
section, where we share resources related to summer
vacations, summer meal planning, and much more.

The goal of each of our eNewsletters is to keep our
subscribers informed regarding their Internet connection and
to improve their Internet experience. We think you'll find this
information interesting.

To see what's inside this issue, simply scroll down the
eNewsletter or click on the links within the index to the left.
Thanks for reading!

E-Mail Scam - Watch For iTunes Gift Certificate Scam

Don't fall for the fake e-mail currently circulating that says you've been given a $50 iTunes Gift
Certificate. It asks recipients to open the attached file to access a certificate code that
purportedly can be used to buy music and other items from the iTunes Store. The e-mail is not
from the iTunes Store, as it claims, but rather from a notorious scam machine known as the

Pushdo/Cutwail spambot.



Subject: Thank you for buying iTunes Gift Certificate!
Date: May 28, 2010 12:30:24 AMCDT
From: YouriTunes Store online.support@ilunes.coms
To: Dave
e A4 1 Aftachment, 52.1 KB ( Save ~ )

Hal lo!

You have received an iTunes Gift Certificate in the amount of $58.98
You can Tind gour certificate code in attachment below.

Then you need to open iTunes. Once youw verify your account, $58.08 will be credited to yowr aoccount,
o you can start buying music, ganes, vides right away.

iTunes Store.
L'.

Cift_Certifica.. . zip (52.1 KB}

Those who open the attachment will not find a certificate code. Instead, by clicking on it, the
recipient may inadvertently launch a malicious application that can install a Trojan horse virus
on his or her computer. Once installed, this Trojan can then modify the Windows registry,
potentially give hackers access to the infected computer by connecting to a remote server, and
download and install even more malware components.

Keep in mind that e-mail notifications of genuine iTunes Gift Certificates will typically include
the name of the sender along with a personal message, and will not hide the certificate code in

a separate e-mail attachment. So pay close attention to any e-mails you receive that appear to
be from the iTunes Store. And as always, think twice before opening any e-mail attachment.

Back to Top

Broadband Stimulus Funding

Utility Receives $5.2 million in Broadband Stimulus funding...read more here.
View Area Map that will be built with the Broadband Grant.

Concerts in the park series featuring Gospel Night, channel 11 airing daily @ 9:30 am,
3:30pm and 8:30 pm
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Don't Get Burned! Forgetting To Use Sunscreen (Or Ask The Right Bundle Questions),
Can Be Painful.



DON'T GET BURNED

Forgetting to use sunscreen
(or ask the right bundle questions),
can be painful
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That cable company
contract is leaving some
people burning mad

When you're in a hurry to do something, it's
tempting to skip some steps. For example, some
people rush into signing a bundle contract with
the cable company because they think it'll save
them money. But they forgetto ask the right
questions. What's the Internet usage limit and
how much are the overage fees? What's this
really going to cost per month? Will there be a fee
for terminating the contract? Sadly, we're hearing
of people getting burned by tricky fine printwho
end up spending more money rather than less.

Rest easy with the straightforward value
of a Reedsburg Utility Commission bundle

For simply a great deal, choose one of the money-
saving bundle solutions from
have no hidden fees and no c :

provide everything you need 3 'f’_"'f; .
* Unlimited High Speed Int = B
e Unlimited Long Distance ‘? ?
e Residential Line -
* Enhanced Voice Mail
e Seven Calling Features

You'll also enjoy the convenience of local cus-
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